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This is FraudGram—a quick-look newsletter from the U.S. Department of Education
(ED) Office of Inspector General (OIG) that highlights education-related scams, tips
to avoid them, updates on our criminal and civil investigations, and ways you can

help identify and report fraud, waste, and abuse involving ED funding, programs,
and operations.

Whether you are a regular reader of FraudGram or if this is your first issue, know that we don't mince
words about student loan and student centered fraud schemes and scams. Nearly everyone has a
student loan, knows someone who does, or is a student—making this group a prime target. Fraudsters,
cybercriminals, and other bad actors try to exploit student loan borrowers and students to steal their
money, personal information, or both. They see you as easy targets. Help us prove them wrong!

On our website, you'll find up to date information on the latest schemes and scams targeting student
loan borrowers and students, along with tips to help you avoid falling victim. Below, we highlight

the most prevalent scam affecting students and student loan borrowers right now. Please share this
information—awareness is the first step in recognizing scams, knowing what to look for, and

staying protected!



Top Scam Targeting
Borrowers: Impersonation

Fraudsters are taking advantage
of the uncertainty and anxiety
student loan borrowers may be
experiencing around Federal
student loan repayment

plans. And they are deploying
impersonation/imposter scams
to do so—using Al-generated
voices in phone calls, as well
as emails and text messages,
to impersonate government
agencies, schools, and loan
servicers. Their goal is to
pressure borrowers into

paying upfront fees for so

called “early forgiveness” or
to gain unauthorized access
to accounts to steal FSA
credentials and bank funds.
Stay vigilant—don't fall for it!

Fraudsters rake in millions by
pretending to be someone else
to gain your trust and persuade
you to send money, share your
personal information, or both!
This scam may involve someone
claiming to be from the U.S.
Department of Education, the
Internal Revenue Service, the

OIG, your school or alma mater,
or most commonly, the vague
“Student Loan Department.”
These fraudsters call, text,
email, or slide into your DMs
claiming they can offer instant
forgiveness or lower payments,
so long as you pay an upfront
or monthly fee. And that’s the
tell—a fee! There is nothing
these companies can do

for you that you cannot do

for yourself FOR FREE!

How Can You Spot These Scams? Watch for These Red Flags

e Upfront Fees: Fraudsters will
try to sell you on their fake
offerings by asking you to
pay up front for fake things
like a student aid refund, a
processing fee to discharge
your loans, or a monthly
service charge to manage
your loans. Don't fall for it!
Legitimate help with your
student loan is ALWAYS FREE!
Get the facts on Federal
student loan repayment
and forgiveness directly
from the source: the U.S.
Department of Education
Federal Student Aid office.

e High Pressure Tactics:
Fraudsters will push you to act
immediately or claim you have
“special access” to limited time
forgiveness programs. They
may use common words and

phrases like "Act immediately,”
“Time is running out,” or “We'll
work fast to help you eliminate
your student loan debt.”
Fraudsters rely on emotion or
urgency to get you to respond
quickly. Don't take the bait!

¢ Requests for Your FSA ID: No
legitimate source—not the
U.S. Department of Education,
another government agency,
your school—would ever ask
you to share your FSA ID, so
if someone is asking for this,
it's a scam! The FSA ID is your
legal signature for financial
aid and shouldn't be created
or used by anyone other than
you—not your parents, not
your school, not your loan
company representative.
Never share this information
with anyone, because once

these scammers take over
your FSA ID, they change your
email address and contact
information, and you've lost
control of your account.



https://studentaid.gov/help-center/answers/landing
https://studentaid.gov/help-center/answers/landing
https://studentaid.gov/help-center/answers/landing

What To Do If You are Targeted

e DO NOT RESPOND! That's
the first and best action you
can take to protect yourself!
You can always hang up

or delete the message.

- If you answered a phone
call, do not share ANY
information! Instead, ask
for the company’s name
and phone number, then
tell them you'll contact
the Federal Student Aid
office or your student
loan servicer to verify
their legitimacy.

- Do not click on links or
attachments embedded
in the message. You can
hover your mouse over
links to see where they

are actually going, or look

for misspellings in the
email address, body of

the message, or in links. A
common tactic phishing
scammers employ is to use
addresses that are almost
but not quite identical to
legitimate ones. Those

are dead giveaways that
the message is a scam!

e Contact the OIG Hotline and
share a copy of the email, text,
or phone number related to
the message you received.

* You can also file a consumer
complaint with the Federal
Trade Commission, and
submit a suspicious activity
report through the Federal
Student Aid Feeback Center.

What To Do If You Think You Have Fallen Victim to a Scam

If you suspect that you have been conned
by a student loan fraudster or your personal
information has been stolen as a result of a
student loan scam, take action quickly!

1. Contact Federal Student Aid and your loan
servicer to let them know about the situation.

2. Contact the credit reporting agencies to
freeze your account so nobody else can
open new credit accounts in your name.
You'll find tips and credit agency contact
information on identitytheft.gov.

Remember, you can always verify your loan

status and explore legitimate, free repayment and
forgiveness options directly on the official Federal
Student Aid website or through your loan servicer.

Debt collection scams, student housing scams,
scholarship scams, textbook scams—so many scams!

Learn more about scams targeting student loan borrowers and
students and how to protect yourself on the OIG's website.



https://oig.ed.gov/oig-hotline
https://reportfraud.ftc.gov/
https://reportfraud.ftc.gov/
https://studentaid.gov/feedback-center/
https://studentaid.gov/feedback-center/
https://studentaid.gov/feedback-center/
https://studentaid.gov/manage-loans/repayment/servicers
https://studentaid.gov/manage-loans/repayment/servicers
https://www.identitytheft.gov/
https://studentaid.gov/
https://studentaid.gov/
https://studentaid.gov/manage-loans/repayment/servicers
http://oig.ed.gov

Since our last FraudGram
Newsletter, more
prosecutorial actions

have been taken against
unscrupulous individuals who
embezzled or intentionally
misused ED funds, including
Federal student aid and Title
| funds to school districts
serving low-income families.
Many of these individuals
held positions of trust to
educate children or help
students achieve their dreams
of higher education. Instead,
they diverted those funds
from the very people they
promised to serve for their
own selfish purposes. Here
are some examples of our
recent investigations.

Actions Taken Against
Members of a $16 Million
Student Aid Fraud Ring
(Michigan). Prosecutive
actions were taken against
two members of a fraud ring
that operated for 10 years and
targeted more than $16 million
in student aid. The ring
targeted some 100 schools

in 24 States, submitting more
than 1,200 fraudulent FAFSAs
on behalf of straw students.
The two recruited people

to provide their personal
identifying information (PII) to

the ring and acted as “runners,”
making withdrawals of student
aid funds from debit cards

in straw students’ names.

Read the press release.

Self-Proclaimed “Student Loan
Default Guru” Pled Guilty in
Multi-Million Student Loan
Forgiveness Scam (Florida).

A woman who claimed to

be the “Student Loan Default
Guru” and operated a business
under that name, pled guilty
to fraud charges. From 2023
through 2025, the woman
promised to help student

loan borrowers navigate “the
complexities of student loan
forgiveness,” for a fee. Using
the borrowers’ information, she
employed misrepresentations,
false statements, and fake
documents to deceive the

U.S. Department of Education
into forgiving about $5 million
in Federal student loans
issued to those borrowers.
Read the press release.

Leader of Ring that Targeted
$3 Million in Student Aid Pled
Guilty (Michigan). A leader

of a fraud ring pled quilty

to operating a decade-long
scam that targeted more than
S3 million in Federal student aid.
From 2015 through 2025, the
ringleader submitted fraudulent
aid applications for more than
80 individuals, completed

their online coursework for
them, often simultaneously,
to create the appearance

of academic progress and
extend their eligibility for aid
across multiple semesters.
Read the press release.

Two Former Executives

of Community Academic
Success Partnerships Pled
Guilty in $1.8 Million Fraud
Scheme (Illinois). Two former
executives of the Center

for Community Academic
Success (CCAS) pled guilty

to misappropriating some
$1.8 million. CCAS received
government grants and other
funds to provide afterschool
programs to schools in the
Chicago area, including

21st Century Community
Learning Centers Program
funds that support academic
enrichment opportunities.
From 2012 to 2017, the two
former executives submitted
grant applications that inflated
CCAS's projected annual
expenses and falsely claimed
that the organization would
receive services from five
subcontractors. In reality, the
former officials knew that the
subcontractors, two of which
were other nonprofit groups
run by the two conspirators,
provided no actual services to
CCAS. Read the press release.



https://www.justice.gov/usao-edmi/pr/detroiter-pleads-guilty-16m-federal-student-aid-fraud-scheme
https://www.justice.gov/usao-sdny/pr/florida-woman-pleads-guilty-orchestrating-multimillion-dollar-federal-student-loan
https://www.justice.gov/usao-edmi/pr/detroiter-pleads-guilty-running-decade-long-student-aid-fraud
https://www.justice.gov/usao-ndil/pr/former-ceo-chicago-charter-school-network-charged-misappropriating-more-103000

¢ Ringleader Pled Guilty to
Using the Identities of Nearly
300 People to Target More
than $989,000 in Federal
Student Aid (Wisconsin).

The leader of a fraud ring
that targeted more than
$989,000 in Federal student
aid pled guilty to identity
theft and fraud charges. From
2018 to 2021, the ringleader
obtained the PIl of nearly
300 people, some of whom
were incarcerated at the time,
and enrolled them for classes
at the University of Phoenix
and for Federal student aid
without their knowledge or
consent. Read more in our
most recent Semiannual
Report to Congress.
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e For-Profit College Chain

Agrees to Pay More Than

$1 Million to Resolve
Allegations of Inflated
Graduation Statistics
(Pennsylvania). The
American Higher Education
Development Corporation
(AHED), a Pennsylvania
company that operates for-
profit colleges, has agreed

to pay $1,032,500 to resolve
allegations that it violated the
False Claims Act by inflating
graduation statistics and failing
to return Federal Student Aid
money at three of its schools:
Stautzenberger College

in Ohio, Rockford Career
College in Illinois, and Madison
Media Institute in Wisconsin.
Read the press release.

Want to read
more about OIG's
investigative
cases?

Check out our most
recent Semiannual
Report to Congress
where you'll find
summaries of some
of our investigative
cases and more!

National Whistleblower Day—

July 30

July 30 is National Whistleblower Day—a time

our nation honors the courageous individuals

who come forward to report fraud, waste, abuse,
and other wrongdoing in government programs.
Their actions have strengthened accountability,
protected public resources, and upheld the integrity
of government operations. Many have taken great
personal and professional risks in doing so. No one
should ever face retaliation—or the threat of it—

for raising concerns about potential misconduct
involving an ED program or activity. In recognition of

National Whistleblower Day, take a moment to learn

about your rights and protections under Federal

whistleblower laws by visiting the Whistleblower
Protection page of our website.



https://oig.ed.gov/sites/default/files/reports/2026-05/FY26%20SAR%2092%20%285.27.26%29v100_508_SECURED.pdf
https://oig.ed.gov/sites/default/files/reports/2026-05/FY26%20SAR%2092%20%285.27.26%29v100_508_SECURED.pdf
https://www.justice.gov/usao-edpa/pr/profit-college-chain-agrees-pay-more-1-million-resolve-allegations-inflated-graduation
https://oig.ed.gov/resources/congressional-reports
https://oig.ed.gov/resources/congressional-reports
https://oig.ed.gov/resources/whistleblower-protections
https://oig.ed.gov/resources/whistleblower-protections
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Not Sure What
To Report to the
OIG Hotline?

Our Hotline Wizard
can help! Select the

Let's Get Your Complaint

to the Right Place button
and follow the easy-

to-follow directions.

Identify and Report Fraud
to the OIG Hotline

The OIG works diligently to protect ED funds from those who
attempt to misuse them for personal gain. We don't do this work
alone—we partner closely with law enforcement agencies at the
Federal, State, and local levels, and we depend on information

from individuals like you to report suspected fraud, waste, abuse,
mismanagement, or violations of laws and regulations involving ED
programs or funds. That's why we operate the OIG Hotline—available
24/7—to ensure anyone can report concerns quickly and safely. The
OIG's Hotline accepts tips, complaints, and allegations from anyone
regarding possible theft, fraud, waste, abuse, mismanagement,
public corruption involving ED programs, operations, or funds.

Not Sure if it is Fraud, Waste, or Abuse? N

Check out our free materials that provide
information on red flags and other
indicators of fraud on our website.

As the independent arm within ED, the OIG works to ensure that Federal education funds are used as required
and reach the intended recipients. This includes investigating misuse, theft, fraud, public corruption, and
other civil and criminal activity involving ED programs and funds. Coordinating this work is OIG’s Investigation
Services—our team of law enforcement professionals with decades of experience in conducting education-
related investigations and stopping education-focused fraud schemes. Learn more about OIG Investigation

Services on our website.

U.S. Department of Education, Office of Inspector General
400 Maryland Avenue, SW, Washington DC 20202
Phone: (202) 245-6900 | Email: OIG Public Affairs Office



https://oig.ed.gov/oig-hotline/
https://oig.ed.gov/oig-hotline/
https://oig.ed.gov/oig-hotline
https://oig.ed.gov/resources/free-materials
https://oig.ed.gov/sites/default/files/document/2023-02/isgeneralbrochureonline.pdf
mailto:OIGPublicAffairs2%40ed.gov?subject=
https://www.facebook.com/EducationOIG
https://twitter.com/EducationOIG
http://www.linkedin.com/company/education-oig/



